Module 2: Plan and implement
data platform resources

Introduction to deploying Azure resources, choosing an appropriate database offering, configuring Azure resources,
and migration strategies for Azure
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Module objectives

After this module you will be able to:

H ¢ Deploy resources using manual methods

E Evaluate and implement a strategy for moving a database to Azure
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Lesson 1: Deploying SQL Server in an Azure VM
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Explore the basics of SQL Server in an Infrastructure as a Service
(laaS) Offering
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Lesson 1 objectives

Learn the available options for provisioning and deployment
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Examine methods for migration to Azure SQL Server virtual
machine
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SQL Server licensing models in Azure

Without Software Assurance With Azure Hybrid Licensing Benefit your options are

Use a SQL Server image from the Bring Your Own License (BYOL) — this is check box in the
marketplace and pay-per-minute. This is Azure Portal
known as Pay as You Go licensing

Manually installing SQL Server on a Windows or Linux VM

Uploading a SQL Server VM image (VHD) to Azure and deploying that
image as an Azure VM
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Azure virtual machine families

General purpose:
Balanced CPU to memory ratio

Type Sizes

B, Dsv3, Dv3 Dasv4, Dav4, DSv2,
Dv2, Av2, DC, DCv2

General purpose

Memory optimized:

High memory to CPU ratio Compute optimized FY2

Esv3, Ev3, Easv4, Eav4d, Mv2, M,

Memory optimized DSV2, Dv2

Storage optimized:
High disk throughput provided by local storage Storage optimized Lsv2

GPU NC, NCv2, NCv3, ND,

Compute optimized: NDv2(Preview), NV, NVv3, Nvv4

High CPU to memory ratio
High performance HB. HBv2, HC, H
compute

High performance compute:
Most powerful CPU
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Azure platform high availability and disaster recovery

Availability sets Availability zones Paired Azure regions

Protection from datacenter
failures

Protection from planned or
unplanned Azure maintenance
events

Protection from regional failures
while preserving data residency
and compliance boundaries
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Availability sets

Availability sets provide increased Region 1
availability for
multi-VM deployments like Always

VM AvailabilitySet |- ====--- !

On Availability Groups, by ensuring Compute L
the VM are deployed to different Cluster -
physical hosts Virtual =

Machine |/

Availability sets also use fault
domains and update domains to
protect workloads against host
update failure and single points of Managed Disk
hardware failure
Storage L
—

Cluster
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Availability zones

Availability Zones allow workloads to Azure Region

be deployed to different data centers @ —— — @ —————

in the same Azure region, protecting —— ———

your workloads against data center -Gop. |Immm Crmmm & | > .Sop. IEIMEN Crrwmm

failure T o M ————
- - _ _ . . __

The latency between availability IX —— : -_-I

zones is low, and generally allows for

synchronous data replication Availability Zone 1 .\.

- -

I
Availability Zone 3
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All Azure regions have a “paired”
region in which deployments and
updates are applied

These paired regions are in the same
geography

If a multi-region disaster happens, one
region in each pair will be prioritized
for recovery

Paired Azure regions

Geography

Regional Pair

Region

Datacenters Datacenters
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SQL Server high availability and disaster recovery options

High Availability (HA) Disaster Recovery (DR)

Availability Zones within a region Availability Groups that spans multiple
You can deploy Always On Availability Groups within the regions
same region SQL Server Backup in Azure VMs

You can also use Failover Clustering Instances (FCI) in Azure Azure Backup Service for SQL Server

A single Azure VM provides an uptime of 99.9% out of the Native SQL Backups to Azure Storage

box Azure Site Recovery

9.9% avallability equates to 8.77 hours of downtime per year
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Azure virtual machine storage

Azure Virtual Machines use Managed Disks, which are available in four types, with differing speeds:
Standard HDD (Backup, non-critical systems, infrequent access)

Standard SSD (Web servers, dev/test workloads)

Premium SSD (Production, Database servers, performance sensitive workloads)

Ultra SSD (Lowest latency, 10 intensive SQL Servers)
SQL Server workloads on Azure should use premium SSD or Ultra SSD

You should separate transaction logs and data files onto their own volumes, with read-caching enabled on the
data file volumes

You can stripe multiple disks using Storage Spaces or Logical Volume Management to get increased IOPs and
storage volumes
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Azure VM storage cont’d

Azure offers encryption at rest for Azure storage, and
allows you to provide a key, or can manage the keys for
you

Each VM will have an operating system disk and a
temporary disk (mounted as D:\ in Windows and
/dev/sdbl in Linux)

The temporary disk will be erased if the VM is
deallocated, so no permanent files should be stored on
disk

The temporary disk is a good candidate for TempDB
storage, as TempDB is recreated every time SQL Server
restarts
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Azure deployment options

You can deploy Azure resources using the following - Q”W j:“’::;“9‘°T;"f‘°“‘i‘:*’l’ . 1

m et h O d S . Create a virtual machine

Basics  Disks  Networking Management  Advanced Tags  Review + create
Using the Azure Portal

Security & Networking

SQL connectivity * [ Private (within Virtual Network) v I
0 . Port * [ 1433 |
Running PowerShell or Azure CLI scripts
SQL Authentication
SQL Authentication (O ( Disable Enable )

Deploying Azure Resource Manager templates Aaure Key Vaul integraton © (@I enable )

Storage configuration

Customize performance, size, and workload type to optimize storage for this virtual machine. For optimal performance,
separate drives will be created for data and log storage by default. Learn more about SQL Server best performance practices.

o The default storage configuration for SQL virtual machines has changed, now including OLTP optimization and separate drives
for data and log storage.

Storage Storage optimization: Transactional processing
SQL Data: 1024 GiB, 5000 IOPS, 200 MB/s
SQL Log: 1024 GiB, 5000 IOPS, 200 MB/s
SQL TempDb: Use local SSD drive
Change configuration

SQL Server License

Save up to 43% with licenses you already own. Already have a SQL Server license? Learn more
SQL Server License O No Yes

Automated natchina
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Deploying from the Azure portal

Dashbeoard > Virtual machines > Create a virtual machine

This method is useful for single VM deployments Create a virtual machine

The portal provides step by step instructions for
deployment

Basics Disks Networking Management Advanced Tags Review + create
Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image.
Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab for full

This is @ manual process customization.

Project details

N Ot eaSI Iy re peata b I e i Nna ConS|ste nt m atte r Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

your resources.

Subscription * © | Dev-Test-Lab N |

Resource group * (O | e |

Create new

Instance details

Virtual machine name * (O | |

Region * (O | (US) Central US hdl |
Availability options © | No infrastructure redundancy required e |
Image * @ | Ubuntu Server 18.04 LTS e |

Browse all public and private images

Azure Spot instance (O O Yes @) No
Size * © Standard D2s v3

2 vecpus, 8 GiB memory ($80.30/month)
Change size
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Deployment using PowerShell/Azure CLI

While not as flexible as using ARM templates, PowerShell and the Azure CLI provide a repeatable
methodology for deploying resources

Using PowerShell or the Azure CLI are an imperative framework, which means they indicate a specific order of
operations to execute. For example:

1. Create a resource group

2. Create a virtual network

3. Add avirtual network interface card (NIC) to the network
4

. Create a VM in the resource group, on the virtual network with that NIC

This approach can offer flexibility and ease of use for some situations compared to the relative complexity of
ARM templates
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Azure Resource Manager templates

ARM Templates provide a repeatable, declarative JSON
process for deploying Azure resources at scale
"resources”: [

{

“"type": "Microsoft.Storage/storagelAccounts”,

Allow you to create nearly any Azure resource or “apiVersion®: "2@16-@1-e17,
option “name”: “"mystorageaccount”,
"location”: “westus”™,
"sku": {

"name”: "Standard LRS"

Allow for integration with popular continuous
integration and deployment CI/CD tools

¥

L1}

ind": "Storage”,
“properties”: {}

¥
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Demo: Building a SQL Server virtual machine

e Build a SQL Server VM using the Azure Portal
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Migrating to Azure

7 _a™ Most laaS migrations are what is known as “Lift and Shift” where the on-premises
o 7 architecture is recreated in Azure and workloads and data are migrated

II The Azure Migrate tool automates this process and allows you automatically
' " migrate all of your workloads and data to VMs running in Azure

The Migrate tool will do discovery of your environment and can optionally execute
a migration of your databases
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SQL Server migration methodology

You should use the Microsoft Assessment and Planning (MAP) toolkit to identity all the SQL Servers in your
environment

You can use the Data Migration Assistant (DMA) tool to assess and migrate your SQL Server environment:
The DMA can assess queries from extended event traces and/or the C# source code for your application

The DMA can be used to help you migrate to 1aaS or new versions of SQL Server, but can also be used to help
you migrate to Azure SQL Database services

The Azure Database Migration Service supports a wide-variety of database migration scenarios and can help
you move from on-premises into Azure SQL Managed Instance
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Database Migration Assistant

Bl . Assesses your environment for moving from on-premises to either laaS
S Or PaaS

- Detects issues that can affect SQL Server version upgrades or migration to Azure SQL Database or
"~ Managed Instance
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Lesson 1: Knowledge check

What type of storage offers the lowest latency in Azure?

& Ultra Disk

J Premium Disk
(d Standard SSD

Which tool would you use to assess and migrate your databases from an on-premises SQL Server to an Azure

: I I . VMR
O Microsoft Assessment and Planning Toolkit
[ Database Experimentation Assistant
9 Data Migration Assistant

To reduce the cost of an Azure SQL Server VM you intend to run full time for 3 years, which option should you

choose?
W Azure Reserved VM Instances

O Availability Set
O Pay as Your Go Licensing
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Lesson 2: Deploying a platform as a service solution
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Gain an understanding of SQL Server in a Platform as a
Service (PaaS) offering

Lesson 2
objectives

Understand PaasS provisioning and deployment options

Understand elastic pools

Examine Managed Instances

I Configure a template for PaaS deployment
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Overview of platform as a service

Managed backups and patching of the RDBMS
and Operating System

Built-in high availability
Easy scalability for your workloads

SQLI
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Azure SQL Database offerings

The Azure SQL Database service provides automatic patching and
backups and allows the fastest access to new database features. The
offerings are as follows:

Single Database — A fully managed and isolated database that is managed and
billed independently. A single database has its own dedicated resources

Elastic Pool — A collection of databases that share a pool of resources. These
resources are managed collectivity and this architecture can reduce your costs
and your management overhead

Hyperscale — A single database deployment that supports very large volumes of
data (up to 100 TB)
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Azure SQL Database service tier options

; . Database Transaction Unit (DTU)—the original model which uses a formula using memory, storage, and 10
: ﬁ i resources to assign a service tier

vCore—The vCore model allows you to choose a number of virtual CPUs, which have a fixed relationship to
: *  memory and storage provided by the database
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Service tier options —DTU

Tiers:

Basic is best used for lightweight dev and test workloads

Standard is best used for a wide variety of production applications

Premium is best suited for workloads that need extremely low latency and have high transactional volume

Basic Standard Premium
Maximum storage size 2 GB 1TB 4TB
Maximum DTUs 5 3000 4000
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Platform as a service tiers — Vcore

General Purpose:

Similar feature set to business critical

Offers balanced compute and storage suited for most workloads

Hyperscale:
Highly scalable storage

Read scale-out
Single SQL Database

Business Critical:

I||H i Local SSD storage provides very low storage Low-latency workloads

Allows for readable secondary databases and in-memory OLTP
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Azure SQL Database backups

Backups are performed automatically by the service

The backup schedule is as follows:
A weekly full backup

A differential backup every 12 hours

A transaction log backup every 5-10 minutes based on log utilization
vCore and Basic Databases have 7-day default retention, that can extend to 35 days

Standard and Premium Databases have a 35-day retention period

Long Term Retention (LTR):
Keep backups up to 10 years on Azure blob storage

Read-access geo-redundant storage

Backups are stored in geo-redundant storage accounts

Y , FUSION
@PPS”USIO“ training@apps2fusion.com consulting@fusionpractices.com PRACTICES




Active geo-replication for Azure SQL Database

This provides automatic
asynchronous replication to a
database in the Azure region(s) of
your choice

This provides a readable
secondary copy of your database,
no matter your service tier

You can have up to 4 secondary
copies

Failover requires connection
string updates
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This feature builds onto geo-
replication feature

Provides for automatic failover
and allows a single connection
string to connect to the group

Multiple databases can be in the
same failover group

Failover groups

User device

—
= Azure Traffic Manager

Primary
Ingress LB logical server

e ————— —_———

e ——— — _——

Application
read-write

-------------------------------------------------------------------------------------

@ Ingress LB
1

Secondary
logical server

Failover group

- -
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— DB traffic
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Azure SQL Database — serverless

Allows you to spend less for databases

that do not need to be running 24x7
CPU usage

This option is suited for irregular

workloads
Serverless is only available in vCore

model Inactive Paused

Configurable:

You can specify a minimum and
maximum number of vCores allocated
to the database

Number vcores

Autopause Delay:
This is the time in Days/Hours/

Minutes that the database must be idle .
in order to be paused w—  Min vcores Max vcores Vcores used | Vcores billed
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Azure SQL Database hyperscale

Azure SQL Database was previously limited to 4 TB of data storage

Hyperscale removes that limit and uses a scale-out methodology to maintain performance as data volumes
grow

The cost of Hyperscale is the same as a single Azure SQL Database, with additional storage costs as your data
volumes increase

Hyperscale databases can have secondary replicas to allow for read scale-out
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Azure SQL deployment options

All Azure offerings including Azure SQL support the following deployment options:

ARM Template

Azure Portal GUI PowerShell Az CLI
Deployment
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Demo: Deploy an Azure SQL Database

® Build an Azure SQL Database using
the Azure Portal
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Elastic pools

:: Many software as a service applications provision a database for each tenant or shard data across multiple
¢ databases that have common usage patterns

: E Elastic pools allow for these databases to be managed together as they share resources
O You can configure min/max DTU or vCore settings on a per database level to balance resource usage within an
2O elastic pool
H Pools are best suited to groups of database that have somewhat similar usage patterns and are not overly

”spiky” in resource consumption

H Databases that are good candidates for pools that have peak utilization no more than
' y 1.5x average utilization

N\
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Azure SQL Managed Instance overview

Managed Instance is a service designed to reduce the friction of moving to a Platform as a Service database
offering
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Azure SQL Managed Instance provides similar platform (automated patching and backup) benefits to Azure SQL
Database, but with much closer compatibility with SQL Server
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Specific features available include cross-database queries, distributed transactions, SQL Server Agent, multiple
database deployments, and replication distributor support
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Azure SQL Managed Instance service tiers

Azure SQL Managed Instance is only available in the vCore purchasing model

Oo The service tiers are the same as Azure SQL Database—Business Critical and General Purpose

! Availability and storage options are tied to the service tier of the database
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Azure managed networking

Azure Managed Instance is
deploymentintoavirtual | R
cluster in a Virtual Network '

App subnet . =l “"VNet Integrated” (4 “VNet Integrated”
: e APP_ Service 3 - web app - web app (peered VNet)
) : @ 1aas hosted app Environment | frereseeeees ‘. - ‘. -
By default, it does not have a o] & &
public endpoint and N :@d
. : : H Application VNet
connections must come from zeefrer e e
. . : MI subnet ;s Peering / VPN channel
its virtual network or a subne App subnet
peered network < © 1225 hosted app
5 -5 ] e,
Managed Instance #1 Managed Instance #2 ‘S

Express Route / VPN Gateway 0 On-premises app

& Cvawe- -
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Azure SQL Managed Instance — Instance Pools

This feature supports
multiple managed
instances on the same
virtual machine

This is only supported in
the general purpose
service tier

instancel
(2 vCores)

instance?2
(2 vCores)

instance3
(4 vCores)

instance4
(2 vCores)

instance5
(2 vCores)

instanceb
(2 vCores)

instance?7
(2 vCores)

Virtual Machine

GW node

General Purpose 16 vCores pool Vnet Subnet
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Azure SQL Managed Instance backups

Nearly the same as Azure SQL Database
Backups are performed automatically by the service

The backup schedule is as follows:
A weekly full backup

A differential backup every 12 hours

A transaction log backup every 5-10 minutes based on log utilization

Database backups have 7-day default retention, that can extend to 35 days
Backups are stored in geo-redundant storage accounts
Ability to perform manual COPY_ONLY backups to Azure blob storage

You can restore your own backups from Azure blob storage
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Azure SQL Managed Instance failover groups

Managed Instances have a similar
HA architecture to Azure SQL
Database

Disaster recovery is slightly
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Lesson 2: Knowledge check

You need to migrate a set of databases that use distributed transactions from
on-premises SQL Server. Which of the following options should you choose?
q Azure SQL Managed Instance

O Azure SQL Database

O Azure SQL Database Hyperscale

You are building a new cloud database that you expect to grow to 50 TB. Which is the best option for your
database?
O Azure SQL Managed Instance

O Azure SQL Database
&4 Azure SQL Database Hyperscale

You are building a database for testing purposes that will be used less than 8 hours a day and is expected to be

20 GB in size. What is your most cost-effective option?
V Azure SQL Database Serverless

O Azure SQL Database Hyperscale
O Azure SQL Database Managed Instance

: - . . . . FUSION
s2fusion training@apps2fusion.com consulting@fusionpractices.com PRACTICES




Lesson 3: Deploying MariaDB, MySQL, and PostgreSQL .
on Azure -
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B »  Understand the service tiers available for open source
Lesson 3 i database platforms

objectives

Deploy MySQL, MariaDB, and PostgreSQL

Configure high availability option for MySQL and MariaDB

Configure Scale Our reads for MySQL and MariaDB
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Overview of open source offerings

Q"
Offerings:
Azure Database for MySQL

Azure Database for

go)
Service tiers:

Basic

General Purpose

These are all fully Backups, high Offers a scale-up or
managed PaaS services  availability and patching scale-out options

are performed by the

. service
SARITEIDE Memory Optimized
Azure Database for
PostgreSQL
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Azure Database open source service tiers

Basic — This tier is best for light workloads that need minimal compute and I/O performance

General Purpose — This tier is great for most workloads requiring scalable 1/0 throughput along with a healthy
' .I ‘  balance of compute and memory

Memory Optimized — This tier is suitable for workloads that demand high performance requiring in-memory
G *  speed for quick processing of transactions along with higher concurrency
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Deploying PostgreSQL

All options including Portal, PowerShell, CLI, and ARM templates are available

PostgreSQL has both Single Database and Hyperscale offerings

Select Azure Database for PostgreSQL deployment option

Microsoft

How do you plan to use the service?

i Single server e Hyperscale (Citus) server group
W Best for broad range of traditional transactional Best for ultra-high performance and data needs
workloads. beyond 100GB.
Enterprise ready, fully managed community Ideal for multi-tenant applications and real-time
PostgreSQL server with up to 64 vCores, optional analytical workloads that need sub-second
geospatial support, full-text search and more. response. Supports both transactional/operational
workloads and hybrid transactional analytics
workloads.

Create Learn more Create Learn more

o — — . . . . D FusioN
@PPS”USIO“ training@apps2fusion.com consulting@fusionpractices.com =) pracices




. .
-----

. *
-----

. *
-----

PostgreSQL hyperscale

This feature shares a name with Azure SQL Database hyperscale, but has a different implementation

Consists of a server group of nodes with specific roles:

Coordinator Nodes — Queries are sent to coordinator nodes which relay the query to worker nodes and gather
the query results

Worker Nodes — Execute the query against a subset of data

This architecture does require code changes to support scale out architecture

Ca
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Deploying MySQL/MariaDB

All options including Portal, Choose version and compute + Zone redundancy is not supported
PowerShell, CLI, and ARM templates storage
are available
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High availability

HA for all Azure Database offerings is the same

( i . Your application should have connection retry logic, to manage transient failure from
.= 7 hardware faults or network connectivity
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If node-level interruptions occurs, a new node is generated, and new storage attached
accordingly
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Azure Database For Mysgl And MariaDB scale out reads topology

m
base

&)

‘ Read Replica #1 Power Bl
Blob storage Load every —— ——
5 minutes .'
. Data Plpellnes Master server Read Replica #2 Power BI
Data Lake ‘ P w_ I-m
Read Replica #3 Power Bl

m (up to 5 read replicas)

NoSQL store
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Lesson 4: Knowledge check

You are deploying a mission critical MySQL database to support an e—commerce site which depends on low

latency. What should you configure your application to do in order to handle transient errors?
O Connection resiliency

Secure Socket Layer (SSL)
O An Azure Virtual Network

Which of the following is a benefit of Azure Database for PostgreSQL?
a Managed automated backups

L Automatic Query Tuning

O Automated cross-region disaster recovery

What'’s the process to upgrade a major version of Azure Database for MySQL?
O The Service performs the update for you

Q Create a backup and restore to a server at the higher version
O Change the version of the server in the portal

f
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Instructor led labs: Building PaaS (platform as a service)

databases

e Configure basic resources
e Deploy an Azure SQL Database
e Connect to Azure SQL Database using Azure Data Studio

e Deploy and query a PostgreSQL database
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Module summary

Deploy SQL Server in an Azure Virtual Deploying Azure SQL Database and Deploying an Open Source Relational

Machine: Managed Instance: Database on Azure:

Understand ARM template structure Understand the benefits of Platform Understand the Azure Database for
as a Service offerings MySQL and PostgreSQL offerings

Deployment options for ARM
templates Understand the differences between Learn about value added features for

Using quick start Azure templates Azure SQL offerings Azure Database like the Query Store

Learn about Azure SQL Database

Understand migration options
Hyperscale

for Azure
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References

Overview of Azure Database for PostgreSQL Hyperscale:
https://docs.microsoft.com/en-us/azure/postgresql/overview#azure-database-for-postgresql---hyperscale-citus

What is Managed Instance?
https://docs.microsoft.com/en-us/azure/sql-database/sqgl-database-managed-instance

What is the Azure SQL Database service?
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-technical-overview

Data Migration Assistant:
https://docs.microsoft.com/en-us/sql/dma/dma-overview?view=sql-server-ver15
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https://docs.microsoft.com/en-us/azure/sql-database/sql-database-managed-instance
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-technical-overview
https://docs.microsoft.com/en-us/sql/dma/dma-overview?view=sql-server-ver15
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