Module 4: Monitor and optimize
operational resources

® Introduction to performance monitoring, understand performance problems, and
proper configuration options
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Module objectives

After this module you will be able to:
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~..  Configure a user database for optimal performance
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Lesson 1: Baselines and performance
monitoring
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Understanding methods to review potential performance
Issues Identify critical Azure metrics

Lesson 1 objectives

Learn how to collect metrics for an established baseline

Understand Azure SQL Database Intelligent Insights

{
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What is a baseline?

] __ k A baseline a general set of metrics around performance and utilization that allow you to easily
O ¢#  separate performance anomalies from normal usage patterns

SN | | o | |

i ¢\ 3 The metrics can be as simple as CPU and Disk utilization or collect a detailed set of metrics on OS

and database utilization
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Performance monitoring tools — Azure Monitor

Properties Monitoring Capabilities Recommendations (7) Tutorials

All Azure resources collect a set o

ey Metrics See all metrics
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Data is stored in Azure Log o AL FEEnmi]
Analytics Bl ol
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Performance on an Azure Virtual Machine

Built-in tool in the Performance Monitor You can group Data can be easily
Windows operating allows you to collect Performance Monitor exported to archive
system detailed, granular counters together to (e.g.

performance data easily gather and a SQL Server database)

about SQL Server and analyze performance

Windows operations data

f
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Critical metrics
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Review of Azure metric alerts

Azure has a built-in alerting system that allows you to create alerts

: @B These alerts can simply be notifications like email or text message, or can be
s, G £ automated actions like executing an Azure Function or an Azure Automation runbook

H % You can also configure dynamic alerts which learn the behavior of your resource and only alert on
: *  abnormal usage

....-“‘
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Creating metric alerts

Metric alerts can be defined on laaS or PaaS resources

Alerts are grouped by region but can be scoped by:

VM

:, =/ Resource Group

‘e

Subscription

*
......

- Alert targets include email, SMS, Azure Automation, Functions, and Logic Apps
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Reviewing older performance data

3 % Azure Monitor stores data from 93 days, which covers three months
( J | ofdata

- i You may archive data to Azure storage for historical analysis
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SQL Server metrics that matter

‘a Processor(_Total)\% Processor Time — Measures CPU utilization

.......
o ‘e

.......
o ‘e

.......
o ‘e

..Ill SQLServer: SQL Statistics\SQL Compilations/sec and SQL Re-Compilations/sec — Indicates high recompile activity by the optimizer
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Establishing a baseline

:) Azure Monitor is just one example of a tool that allows you to build a baseline for system
' CJ " performance for a given system

tuning

any
* b
o %o

LN
* L
o %o

® i You may also proactively allocate more compute resources as your workload increases over time

Z
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Walit statistics

LN
* L
o %o

H SQL Server and Azure SQL track all thread activity and record what resources that non-active threads
' " are waiting on

amy
. "
o* *e

i i You will learn more about wait statistics in Module 5
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Azure SQL Database intelligent insights

Azure SQL Analytics (Preview)

Azure SQL Database collects and tracks
query performance data from your database (o)

DATABASE FLEET OVERVIEW

Rsources r utilizatio b icket

12:00 6:00

Query duration in seconds e Number of errors °
. . . . Resources with performance issu ° 5
Captures runtime statistics and execution 4. ]
. - g s
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w . i
6:00 PM 12:00 AM 6:00 AM 12:00 oo 00 ! AM 00 00
AM 00 AM 2:00
= a Total time queries spent waiting per type e L
o " e 15 E No Timeouts detected
:g 10kii u E' There are no Timeouts issues detected for your
I E;GH § - % [z?;rr‘f;e about SQL Diagnostics logs
0 I MEDIUM ‘
TOTAL 0 811 Maiin -~ Iiu
Low 12:00 PM 6:00 PM 12:00 AM 6:00 AM
0
. . Total time DBs spent waitin, r o Number of blocking even 0
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= 15
Analytics which allows you use the Azure . I@:: | ‘ ¥ Il
. TOTAL 0 k [ q 5
SQL Analytics dashboard |2 i M,
00 AM 6:00 AM 12:00 12:00 PM 6:00 PM 12:00 AM 6:00 AM 12:00
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Demo: Query performance insight

Showcase Query Performance
Insight in the Azure portal
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Intelligent insights storage options

You have th ree Options Azu're SQL Analytics (Preview)
for storing Intelligent R ———

( Last 24 hours

InSightS data: DATABASE FLEET OVERVIEW

Resources per utilization bucket

AT \I 1 II\II“III\""II\IIIIII
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11111
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Lesson 1: Knowledge check

Which Intelligent Insights options provides SQL Insights?
. Q Log Analytics

e L Azure Storage

O Event Hub

Which Performance Monitor counter reflects how long SQL Server expects to retain data in memory?

: D O Page Life Expectancy
" % Processor Queue Length
Paging File Usage

If you want to see the sizes of your SQL Server Databases running in an Azure VM which tool should you use?
O Azure Monitor
L The SQL VM Resource Provider

9 Intelligent Insights
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Lesson 2: Major causes of performance
Issues
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Understand the purpose and benefits of the Query Store

Lesson 2
objectives

Investigate the available reports and data in the Query Store

See the impact of forcing execution plan selection

Learn how blocking and locking work in the SQL Server engine

. -
.

o .

N *
N .
N .
» L)
n u
- L
. L

0

. &S

* ot
Y ot

Learn about database isolation levels
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Gain understanding of database fragmentation and its impact
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Query Store

Introduced in SQL Server 2016, this data collection tool tracks query execution plans and runtime
statistics

A version of the Query Store is available in Azure Database for MySQL and Azure Database for
PostgreSQL
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Query Store reports

The Query Store includes several reports built into SQL
Server Management Studio

These reports can be filtered by a range of time,
allowing you to identity performance issues that
happened
in the past

These reports can also help you identity a problematic
change in execution plans leading to a performance
regression

Query Store

@ Regressed Queries

& Overall Resource Consumption
& Top Resource Consuming Queries
@/ Queries With Forced Plans

@/ Queries With High Variation

&) Query Wait Statistics

@ Tracked Queries

v
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Performance overhead of Query Store

any
* b
o %o

:) Any monitoring system has some degree of observer overhead to
' CJ ' capture data

any
* b
o %o
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o* *e

:: The query store allows adjusting of collection parameters to reduce data collection on particularly
' " busy systems
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query

Plan forcing in the Query Store

This feature allows you to force the database engine to use a specific execution plan for a given

......
*

The Automatic Tuning feature in Azure SQL uses this feature

7
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Demo: Query Store

Showcase Query Store Reports in SQL Server Management Studio
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Blocking and locking in SQL Server

i % Databases lock records and block other transactions as part of their normal behavior and their
' consistency model

SQL Server uses a process called lock escalation to reduce the impact of these locks, taking low level
locks and only escalating as needed

. Blocking activity can be problematic in two main scenarios:
Py ! Poor transaction handling in application code (leaving transactions open for too long)
“e....”  Transactions taking too long to complete because of poor indexing or external operations like linked server

queries

f
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Isolation levels

- i SQL Server offers multiple isolation levels to allow for a balance of concurrency and data quality

O- i Isolation levels are specified at the session level, but may be overridden by the query
~H % Lower isolation like Read Uncommitted may allow for more users to read

- @ ¢ the data, butincrease the chance that the queries return incorrect results
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Monitoring for blocking problems

The Sys.dm_tran_locks DMV contains all active locks, and can be joined with the
sys.dm_exec_requests in order to provide statements holding locks

......
*

For longer term monitoring creating an extended events session to monitor for blocking issues

5
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Fragmentation in data files

Fragmentation in database files can occur within indexes or tables

H As data is inserted and updated, records can move into pages which no longer match the physical
g * ordering of the data pages on the disk

. Fragmentation can degrade the performance of queries, particularly those that perform scan
@ ¢ operations

~— . Fragmentation can be reduced by reorganizing or rebuilding indexes, and lowering the fill factor of
. i i indexes to allow space for updated or
... inserted records
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Lesson 2: Knowledge check

e ™  Whichisolation level should you choose if you want to prevent users reading data from blocking
| B iti ?
. . users writing data
S O Serializable
o Read Committed Snapshot Isolation
 Repeatable Read

Which DMV shows sessions holding locks?
ﬂ i O Sys.dm_os_wait_stats

"4 Sys.dm_tran_locks

O Sys.dm_exec_requsts

L Sys.query_store_plan
L Sys.query_store_runtime_statistics
.~ 4 Sys.query_store_queries
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Lesson 3: Configuring resources for optimal
performance
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Understand your options for configuration of Azure Storage

Lesson 3
objectives

II Learn how to configure TempDB data files in SQL Server

Learn how to choose the right type of VM for SQL Server worklo:

Understand the use cases and configuration of Resource
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Azure Storage

Azure Storage is a scalable, secure storage platform that meets a variety of application data
: 3 i storage needs beyond just VM storage

SQL Server can use three types of Azure Storage:

Blob Storage — Can be used for database backups

File Storage — File shares that can be used for Failover Cluster Instances

Disk Storage — Managed block storage that is used to provide storage to VMs
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Azure Managed Disks

Azure VMs use Managed Disks for their storage

Azure Managed Disks are offered in four types:

Ultra Disk: Premium SSD: Premium Standard SSD: Standard HDD:

Ultra disks support SSD disks are high- Standard SSDs are designed Standard HDDs are
high-10 workloads for throughput and low latency for lightly used dev/test suitable for backups and
mission critical and can meet the needs of workloads or web servers that file storage that is
databases with most database workloads do a small amount of 10 and infrequently accessed
extremely low latency running in the cloud require predictable latency

SQL Server VMs should use either Premium SSD or Ultra Disk for optimal performance
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Striping disks for maximum throughput

I’;\ To get optimal performance and larger data volumes and I/O operations
; " per second (IOPS), disks may be striped using Storage Spaces in Windows

Since the Azure platform provides storage redundancy, these disks are striped with no redundancy
at the operating system level

This allows for you volumes to have the sum total of IOPS and data size
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SQL Server storage best practices

Create a separate volume for data and transaction log files

L
o* LN

L
o* LN

03 *
------

L
o* LN

@ Use the D: drive (the locally attached SSD) for TempDB files because TempDB is recreated upon server restart, So
k * there is no risk of data loss

L
o* LN

L
o* LN

L
o* LN

i ! i—Forworkloads requiring storage latency under 1ms, you should consider using Ultra Disk over Premium SSD
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Azure SQL VM resource provider

Configure storage by

The SQL VM resource provider can configure your

torage optimization O enera ata warehousin
storage for you based on your workload sorasep General W MUSRIIED Dot werehousing

Data storage

You Specify the number Of IOPS and data Volume These disks will be attached to your virtual machine as data disks and will be stored in storage as page blobs.
. . . Data drive location * Disk type * O
your database requires and the provider will [Faoats 7] [Fremiumsso <
allocate the disks and configure them in the O/S Disk type Size GiB) Max 10Ps Max throughput  Number ofdisks
| 1024 GiB, Premium SSD (.. | 1024 5000 200 [1
You can also configure TempDB on the D: drive A 1osicie; SHOTOREIRS0 Dets

Log storage

Transaction logs are a critical component of the database as they record all transactions and database modifications made by each
transaction.

Shared drive space * O Log drive location * (O Disk type * O

[ Use a separate drive for lo... v ] L G:\log \/J [ Premium SSD v J
Disk type Size (GiB) Max IOPS Max throughput Number of disks
| 1024 GiB, Premium SSD (.. /| 1024 5000 200 [1

@ 1024 GiB, 5000 IOPS, 200 MB/s
TempDb storage

The tempDb system database is a global resource that is available to all users connected to the instance of SQL Server. It is used to store
temporary user objects and internal objects created by the database engine.

Shared drive space * O TempDb drive location *
L Use local SSD drive v ] [ D:\tempDb

N\
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TempDB configuration

SQL Server uses TempDB for many internal operations, in addition to user workloads like temporary tables

In Azure, the best practice is to use D:\ (temporary) drive for TempDB
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Proportional fill

SQL Server will attempt to fill each data file in a filegroup with an even distribution of data pages
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If your files are the same size this will be the same number of pages, however if one file is much
larger than another, it will receive a larger proportion of data
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Azure VM sizing

You have a lot of options in terms of sizing Azure VMs dependent on your memory and CPU
requirements

Azure offers constrained core CPU options — this can reduce your SQL Server licensing costs while
offering the amount of memory your server may need
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Demo: SQL Server resource provider

Showcase predefined storage configuration in Azure VMs
running SQL Server
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Managing SQL Server environments

Large SQL Servers can be challenging and have conflicting workloads that have different resource
demands at different times

*
.0
. @
L]
]

II i One tool you can use for this is Resource Governor
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Resource Governor in SQL Server and Azure SQL Database

Managed Instance

H %~ Resource Governor allows you to balance resources allocated to workloads within your SQL Server or Managed
' : Instance

- “%  Workloads are classified using a classifier function which can identify the session by metadata and assigns it to
" aspecific resource pool
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Lesson 3: Knowledge check

O Blob Storage
o Disk Storage

O Recompilation

Which type of storage should be used in conjunction with Azure VMs for SQL Server
data files?

d Table Storage

Which of the following can be limited using Resource Governor?
O Buffer Pool Allocation
o Write 10Ps

O Azure SQL Database Hyperscale
O Azure SQL Database Managed Instance

You are building a database for testing purposes that will be used less than 8 hours a day and is
expected to be 20 GB in size. What is your most cost-effective option?
& Azure SQL Database Serverless

v
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Lesson 4: User database configuration
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Lesson 4
objectives

Understand database scoped configuration options

Understand the features of Intelligent Query Processing

Know your performance monitoring options
in Azure

Database for PostgreSQL and MySQL

f
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Database scoped configuration options

Databases have two types of configuration options, which are defined based on how they are set:

Database Scoped Configuration options are configured using ALTER DATABASE SCOPED CONFIGURATION
syntax

Database options are configured using ALTER DATABASE SET syntax

Options include recovery model, isolation level, automatic tuning, and the Intelligent Query
Processing features
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Database compatibility level

= % Each database in an instance has a compatibility level, which controls the behavior of the query optimizer for
-—_ each database
< ~/, Microsoft supports running long-term on an older compatibility level as your application requires

Many of the new Intelligent Query Processing features require the use of newer compatibility level
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Intelligent query processing

Intelligent query processing is a
famlly Intelligent QP
Batch Mode on T-SQL Scalar Approximate
Rowstore UDF Inlining QP
Approximate
Count Distinct

of features that allows the
database engine to make

better choices to provide Table Variable
better overall performance ARl Jerere
ompilation

Most of these features can be

implemented with no code
Freneeoryourappton:
Execution Feedback

Batch Mode

Azure SQL Database

SQL Server 2017 SQL Server 2019
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Query Store in Azure Database for MySQL and P

ostgreSQL

One of the

value-added features of Azure
Database for MySQL and
PostgreSQL is the Query Store "

Like in SQL Server the Query
Store captures queries

Azure Database for MySQL server

& Overview

| Activity log

1 Access control (IAM)

‘ Tags

2 Diagnose and solve problems
Settings

@ Connection security

>

and their runtime information & Comection g

53’:3 Server parameters
@ Replication

&% Pricing tier

! Properties

B8 Locks

B2 Export template

Security

¥ Advanced Threat Protection ...

Intelligent Performance

I B Query Performance Insight

47 Performance recommendati...

Monitoring
&R Alerts
i Metrics

& Diagnostic settings

g mydemoserver - Query Performance Insight

() Refresh QD Feedback

@ Long running queries

@ Wait Statistics

Q

10 AVA

15345
15266
36

19

8

8
4971
4971

1511

Time period: © Group By ® Max Number of Groups (@ Order By Descending ©
| Last 6 hrs v [ ‘ Query v ‘ ‘ 5 v ‘ ‘ Wait Event Sample Count v
Top Wait Events
Aggregation Window 24K
15 MINUTES 22K
20K
Time Range 12K
10/18/2019, 3:45:00
AM - 10/18/2019,
10:00:00 AM
MySQL Wai 8
6K
4K
%
oK
A 4AM S AM 6 AM 7 AM 9 AM
QUERY ID Query Text Event Type : Event Name Wait Event Sam...
16 SELECT departments.dept_name, departments.dept_no, dept_... [y | ---------------------
. fetch : wait/io/table/sql/handler
lock : wait/synch/mutex/innodb/trx_mutex
. send : wait/io/socket/sql/client_connection
- lock : wait/synch/mutex/sgl/LOCK_table_cache
lock : wait/synch/mutex/sql/THD::LOCK_thd_data
14 ‘ SELECT employees.emp_no, employees.first_name, employees... | ---------------------
. fetch : wait/io/table/sql/handler
15 ‘ SELECT employees.emp_no, employees.first_name, employees... [y | ---------------------

Wait Event Total Ti...

11.9177

11.5389

0.0032

0.3708

0.0017

0.0008

12.1634

12.1634

24413
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Lesson 4: Knowledge check

Which intelligent query processing feature allows for faster calculations of a large number of rows?

- i QO Batch Mode on Row Store

& Approximate Count Distinct
O Interleaved Execution

. Which component of resource governor allows you to configure limits on system resources?
® : U Workload Groups

|
[ Classifier Functions
 Resource Pools
Which database setting affects the way the query optimizer generates execution plans?
: OO i O Recovery Model

O Optimize for Ad-Hoc workloads
yCompatibiIity Level

f
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Lesson 5: Performance related
maintenance tasks
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Lesson 5
objectives

{

appsZfusion

Understand related maintenance tasks related
to indexing and statistics

Gain insight on plan forcing

Obtain knowledge on the auto-tuning feature
In Azure
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Index maintenance tasks

— As you learned earlier, fragmentation occurs over times as data is inserted and updated on data pages

; i % SQL Server and Azure SQL support resumable index maintenance as well as online index rebuilds to allow your
- workload to continue as maintenance operations occur

f
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SQL Server on an Azure VM

Since you have the full surface area of Windows and SQL Server
(including the SQL Server Agent) you can use the Agent to perform maintenance activities

If you are migrating from on-premises your maintenance activities should be the same as your on-premises

workloads

f
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Azure SQL Database

While the Azure platform performs activities like consistency checks and backups, index and
I I statistics maintenance are still the responsibility of the DBA

Azure SQL Database does not have the SQL Server Agent, but there are other options for
scheduling tasks:

Azure Automation Runbooks
Azure SQL Elastic Jobs
SQL Agent Job from SQL Server in an Azure VM
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Azure SQL Managed Instance
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Any tasks that need to access the file system will need to be modified as that is not supported
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Statistics maintenance tasks

The database engine uses statistics on columns and indexes to build execution plans

The database engine uses a sliding scale to determine the number of modifications required to kick off a
statistics update

7
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Automatic tuning

- SQL Server and Azure SQL Database have an automatic tuning features that uses the query store for a data
: *source

:' @ . This can be helpful for sudden unexpected query execution plan changes that cause regressions in
@ ¢ performance

: ® -  Automatic tuning will revert to the last known good execution plan after fifteen executions of a significantly
- B 7 regressed query

f
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Automatic index management

This feature can add and remove indexes, in addition to
forcing a better execution plan in the event of a
regression

Azure SQL Database supports index analysis through
automatic index management

...............................................................................................................................................................................................

Inherit from: &
' Azure defaults Don't inherit;ﬁ'

©® Thedatabaseis inheriting automatic tuning configuration from the server. You can set the configuration to be inherited by going to: Server tuning settings

Configure the automatic tuning options (@

Option Desired state Current state
W)  FORCEPLAN ( on S INHERIT ) o
b A B Inherited from server
= ( on S INHERIT ) OFE
(= CREATEINDEX \ - Inherited from server
=  DROPINDEX ( on ST |NHERIT ) A

Inherited from server

N\
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Lesson 5: Knowledge check

You need to migrate a set of databases that use distributed transactions from on-premises SQL Server. Which
- of the following options should you choose?
’ y W Azure SQL Managed Instance
O Azure SQL Database
O saQL Server in an Azure VM

. Which of the following actions triggers automatic plan choice activity to occur?

- O An execution plan recompilation
) V An execution plan change that has caused an estimated CPU gain of 10 seconds

O A new index is created

‘ QO . Which DVM shows the status of a plan updated by automatic tuning?
Q V Sys.dm_db_tuning_recommendations
O Sys.dm_db_automatic_tuning_options

O Sys.dm_exec_query_plan_stats
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Instructor led labs: Monitor and optimize resources

i (D) i Isolate performance problems through monitoring

@ - Utilize query store to locate & resolve blocking issues by creating
@ 7 anewindex

®\ i Detect and correct fragmentation issues
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Module summary

Baselines and performance monitoring: Major causes of performance issues: Configuring resources for optimal

Understanding methods to review Understand the purpose and benefits of performance:

potential performance issues the Query Store Understand your options and

Identify critical Azure metrics Understand database isolation levels contiguration for Azure Storage

Understand Azure SQL Database Gain understanding of database !_ezrnl—hsow to configure TempDB data files

Intelligent Insights fragmentation and its impact 1 0L S
Understand the use cases and
configuration of Resource Governor in
SQL Server

User database configuration: Performance-related maintenance tasks:

Understand Database Scoped Understand related maintenance tasks

Configuration Options related to indexing and statistics

Understand Database Compatibility Levels Obtain knowledge on the auto-tuning

feature in Azure

N\
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References

Overview of Azure Monitor
https://docs.microsoft.com/en-us/azure/azure-monitor/overview

Monitoring performance by using the Query Store

https://docs.microsoft.com/en-us/sql/relational-databases/performance/monitoring-
performance-by-using-the-query-store?view=sql-server-verl5

Intelligent Query Processing

https://docs.microsoft.com/en-us/sql/relational-databases/performance/intelligent-query-
processing?view=sql-server-verl5
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https://docs.microsoft.com/en-us/azure/azure-monitor/overview
https://docs.microsoft.com/en-us/sql/relational-databases/performance/monitoring-performance-by-using-the-query-store?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/performance/intelligent-query-processing?view=sql-server-ver15
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