Module 6: Automation of tasks

Introduction to Automated Deployment, Scheduled Tasks, Notifications and Alerts, and Azure Automation
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Module objectives

You will learn how to:
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Configure automation for PaaS Services
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Lesson 1 objectives ( [ f How to deploy an ARM template using PowerShell and CLI

é‘ How to deploy an ARM Template using Azure DevOps

—
I. : The structure of an ARM template
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Lesson 1: Automatic deployment of Azure resources
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Introducing Azure Resource Manager (ARM) templates

An ARM template is a JavaScript Object Notation file that describes the Azure Resources to be
deployed within it

Microsoft offers pre-built templates for common deployment scenarios
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Declarative and imperative deployments

2D~ Declarative models use code to describe resources that are being deployed
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A simple example of imperative deployment is executing a PowerShell script
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ARM template
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Azure deployment methods

@ Azure PowerShell — PowerShell is commonly used for resource modifications and status retrieval

ﬁao Azure CLI — Similar to PowerShell, Azure CLI is commonly used for resource status and modifications.
' " ltis built on the bash shell
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E Azure Portal — The Azure Portal acts as a graphical interface to Azure ARM and can be used to
K < generate ARM templates

I. ARM Templates — ARM templates allow for the most complete, customizable deployment model for
y " Azure resource deployment
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ARM template deployment

Azure PowerShell

New-AzResourceGroupDeployment -Name ExampleDeployment -ResourceGroupName
ExampleResourceGroup -

-TemplateFile c:\MyTemplates\azuredeploy.json -

-TemplateParameterFile c:\MyTemplates\storage.parameters.json

Azure Command Line Interface

az deployment group create --resource-group SampleRG --template-file
“\path\template.json’
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Azure quick start templates

Microsoft has quick start templates
available on GitHub

These offer one click deploy into Azure

Upon clicking Deploy to Azure, you will
login to the portal, and enter any required
parameters

O Pull requests Issues Marketplace Explore

L1 Azure [ azure-quickstart-templates @® watch ~ 642 # Star | 7.3k ¥ Fork  10.2k

<> Code Issues 707 Pull requests 7 Actions Projects 0 Wiki Security 0 Insights

Branch: master ~ azure-quickstart-templates / 101-sql-vm-new-storage / Create new file = Upload files  Find file = History

al-lac Modify README.md files so that buttons work again (#7491) Latest commit 6130915 7 days ago

[ |
°
°
@
o
@

update schemas 2 months ago

README.md Modify README.md files so that buttons work again (#7491) 7 days ago

azuredeploy.json update schemas 2 months ago

W W

azuredeploy.parameters.json update schemas 2 months ago

:) metadata.json Update Template to match UltraSSD template 8 months ago

README.md

Create a SQL Server Virtual Machines with peformance
optimized storage settings

Azure Public Test Date 2020.04.29 | Azure Public Test Result pass

Azure US Gov Test Date 2020.05.02 J| Azure US Gov Test Result fail

Best Practice Check fail | CredScan Check |Not Tested

Before deploying the template you must have the following

1. Virtual Network and Subnet Virtual Network and Subnet in same location

Tags: Azure, SOL, VirtualMachine, Performance, StorageConfiguration
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Demo: Deploying an Azure quick start template

e Deploying an Azure VM with SQL Server
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Continuous integration/continuous delivery (CI/CD)

This framework provides an
automated way to build, package,
and test application code

Continuous integration is a
development methodology that
focused on making small changes to
code and frequent code check-ins to
the version control system

Continuous delivery builds on
continuous integration and
automates the delivery of code
changes to the underlying
infrastructure
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Creating an ARM template

{

"$schema": "https://schema.management.azure.com/schemas/2019-04-
©1/deploymentTemplate.json#",

"contentVersion": 5
"apiProfile": "",
"parameters”: { },
"variables": {
"functions": [
"resources": |
}

"outputs": {

}
7
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Source control for templates

Pull requests Issues Marketplace Explore

[l Azure / azure-quickstart-templates © watch~ 642 * Star | 7.3k ¥ Fork  10.2k

Si n Ce A R IVI Te m p I ates a re th e SO u rce <> Code Issues 707 Pull requests 7 Actions Projects 0 Wiki Security 0 Insights

Branch: master v azure-quickstart-templates / 101-sql-vm-new-storage / Create new file  Upload files  Find file = History

code your cloud infrastructure you ) i i e e R T R
should source control the files =

update schemas 2 months ago
=] README.md Modify README.md files so that buttons work again (#7491) 7 days ago
£ azuredeploy.json update schemas 2 months ago
E) azuredeploy.parameters.json update schemas 2 months ago
[E] metadata.json Update Template to match UltraSSD template 8 months ago

README.md

Create a SQL Server Virtual Machines with peformance
optimized storage settings

9 j Azure Public Test Result pass

Azure US Gov Test Result fail
You can use any source control product,

b Ut AZ u re D eVO p S a n d G it H u b a I | OW yo u Bif.o\r:::::/:i:t: t:nr:pslztn:(:u\/:::' '::tiv:: ::::'Z:I:net in same location
to harness Git and have one click
d e p | Oy m e ntS Tags: Azure, SQL, VirtualMachine, Performance, StorageConfiguration

N\

. " | R (| FusioN
@PPS”USIOH training@apps2fusion.com consulting@fusionpractices.com PRACTICES




Deploying an ARM template from the Azure portal

Home > SQL Server VM with performance optimized storage settings

SQL Server VM with performance optimized storage settings

uuuuuuuuuuuuuuuuuuuuuuuu

In many cases you can use prebuilt ARM templates from
Microsoft or the community C S

Virtual M ame [ myvm |
irtual Ma ize G [ v |
ing Vi twork Name * © [] ]

ing Vnet urc up @O | [resourceGroup().name] \

ing Subnet Name * () [ |
Image Offer | sa w! V]
sql sku | standard v
Admin Username [ |
dmin o [ |
rage [ General M
Sql Data Disks Count (D K |
These templates can be deployed from the Azure portal as (o |
|

|

\

yo u Wi I I d O i n th e La b ::gL::h © o [ ;.\SQLLOQ
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Lesson 1: Knowledge check

What language are ARM templates written in?

W JSON
0 c#

Q T-saL

any
* L
o *e

If you want to pass in the region for a resource group deployment which option should you include in your

% :  template?

¥ Parameter
d Variable
O Output

Which element of a template allows for you to build dependencies into resources?
80 i ¥ dependsOn
Q concat

O apiVersion
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Lesson 2: Defining scheduled tasks with the
SQL Server Agent
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Lesson 2

objectives
& I I ~  What Maintenance Activities you should perform on your databases

How to configure notifications and alerts on SQL Server Agent jobs and
SQL Server

_1l “  How to configure notifications alerts based on performance monitor

: HENEm : values
L 0000
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SQL Server maintenance activities

Databases need regular maintenance activities

Some common examples of these activities include:
Database Backups
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Database Consistency Checks
Index Maintenance

Statistics Updates

: II Maintenance activities can be performed using maintenance plans which are native to SQL or
' through open source tools

®anan®
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Best practices for maintenance plans

Check Database Integrity

Check Database integrity on Local server connection
Vi Databases: All databases

Rle g Do Not Use the Database Shrink task

|

Reorganize Index

: Reorganize index on Local server connection
Databases: All databases

Object: Tables and views

Compact large objects

Rebuild Index

")E Rebuild index on Local server connection

e Stagger backups across servers and large databases to avoid potentially overwhelming

Original amount of free space

l your storage account or storage device

Update Statistics

) Update Statistics on Local server connection
!ﬂ Databases: All databases

Object: Tables and views

All existing statistics

Scan type: Full scan

|

Back Up Database (Full)
Backup Database on Local server connection

o R Create separate maintenance plans for each set of

Append existing

e . on [l maintenance activities

N\
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Demo: Building a maintenance plan

e Configuring backups and database consistency checks

Y , FUSION
@PPS”USIO“ training@apps2fusion.com consulting@fusionpractices.com PRACTICES




SQL Server Agent

The SQL Server Agent provides automation for SQL Server
and Azure SQL Managed Instance

The SQL Server Agent also provides notifications for both
job failures and alerts that are written to the error log

The service can also be configured to notify administrators

= =& SQL Server Agent
Jobs

@& Job Activity Monitor

Alerts

=) Operators
Proxies
Error Logs

7
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The SQL Server Agent supports
designating one server as a primary
to execute jobs on other target

servers

Multi-server automation

Target servers connect to the

primary to ensure job schedules are maintenance across your
updated on a regular basis environment

This can be used to execute

f

I

s’fusion

training@apps2fusion.com

FUSION
consulting@fusionpractices.com PRACTICES



Task status notifications

i e The SQL Server Agent can be configured to notify an operator for job completion, success,
- and failure

N
. b
o *e

O In order to deliver notifications, database mail the and SQL Server Agent mail profile must
2@ ¢ beenabled

‘ You can also create alerts on performance conditions and error conditions found in the
& " instance’s error log

.
2
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Operators
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Operators act an alias for a user or Typically, an operator
group of users that have been will map to a group of administrators
configured in the SQL server agent who will receive a notification or alert
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Notifications based on metrics

© New Alert — O X
1 LT St =€ Hebo
& Response
% Options Name: [Low PLE |4 Enable
Type: SQL Server performance condition alert v |
Performance condition alert definition
Object:
|Bu‘fferNode v|
Another common use case for alerts is that DBAs may Counter
oo . . [Page lfe expectancy vl
want to be notified in the event of certain server ===
conditions: [o00 v
Alert if counter
For example, if CPU utilization is over 90% for a period Connection S ] Yoe B |
of five minutes, or Page Life Expectancy drops below a e
o Connection:
certain value DCACNosy
¢ View connection properties
Progress
Ready
Cancel

Y , FUSION
@PPS”USIO“ training@apps2fusion.com consulting@fusionpractices.com PRACTICES




.
RN
* -
o *
Q .
« .
D .
L] -
: L
L
% u
g
. S
. o
L2 o
agun®

any
* L
o %

Lesson 2: Knowledge check

What has to be configured before the SQL Server Agent can send e-mail?
& A mail profile

O Anagent job

O Analert

O Model

Which system database stores SQL Server Agent jobs and their information?
& MSDB

O Master

O Reorganize

Q Shrinking a file group

Which operation recalculates the statistics on an index?
& Rebuild

5
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Lesson 3: Configuring Extended Events
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Lesson 3
objectives

How to monitor for server/database configuration changes with
: - i Extended Events

q * How to use Extended Events for performance analysis
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What are Extended Events?

' Extended Events are a lightweight and extensive diagnostic system that is built into the SQL Server engine

-----
‘‘‘‘

@ Event sessions can be used to trace activity within the database which can help you troubleshoot issues like:

Blocking and deadlocking performance issues
Identify long-running queries

Observing Memory Pressure in your database

8 E The Extended Event framework allows you to filter your data collection

.
. o
RETTE
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What can | monitor with Extended Events?

™. Extended events cover all aspects of the database engine. Specifically they are divided
- é’ i Into four channels:
Admin — Events targeted for end users and administrators, like a deadlock report

Operational — Used for analysis and diagnosis of common problems, like an Availability Group
failover
Analytical — Commonly used for tracing query execution

Debug — Used in conjunction with Microsoft support. May not be fully documented

E i Events can be groups together into sessions for easier monitoring
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How to create an Extended Events session

.+ New Session

SSMS has a wizard to create an 2
Extended Events session 5 roess”

SSMS also includes predefined
templates for monitoring specific

resources

You can also use T-SQL which is more

Connection
¥¥ - [VM1\idantoni]

View connection properties

9 Cannot create a session without any events
£ Script ~ | @ Help

Session name: [Demo_XEved ]
Template: <Blank>

Schedule:

EA Start the event session at server startup.

4] Stant the event session immediately after session creation.
[] watch live data on screen as t is captured.

Causalty tracking:
[[] Track how events are related to one ancther

OK Cancel Help

common for advanced administrators

f

I

s’fusion

training@apps2fusion.com

FUSION
consulting@fusionpractices.com PRACTICES




Extended Events

% New Session - o X
B Ready
o o Select a LT Script ~ | @ Hel
Event Sessions consists of events and 5ot e
ta rgets : E:v:i:':w 4 meit Select the events you want to capture from the event library. Configure b
Event library: Selected events:
[I | in | Event names ony v e s v7|
Category | ™ | Channel |~ | FA . sp_statement_completed 0
z ca buch_ compet
TP —— P - s ™ | oI
add_xact_outcome PnaM:c L
additional_memory_grant eors Anaiytic 8¢
ae_deferred_databases_add Anaiytic ®
ae_deferred_databases_remove Analytic =
allow_fpga_pushed_down Anahytic s
akter_column_event index Anaiytic = >
alter_table_update_data execution Anahytic £ <
o G always_encrypted_query_count Anahtic 8¢
Events represent the engine action you <) — - s ([ .|
are capturing and include fields that e S S v | B s
can both be filtered and select
individually e
Ready
Cancel Help
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Demo: Configure an Extended Events session

e Tracing query and stored procedure execution
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Extended Events storage

Events are persisted to disk for further analysis
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- % You can also use the ring buffer, a non-persistent area of memory to perform real-time analysis of
' " an event session
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Extended Events with T-SQL

CREATE EVENT SESSION test _session
ON SERVER

ADD EVENT sqlos.async_io_requested,

ADD EVENT sqlserver. lock_acquired

ADD TARGET package@.etw_classic_sync_target
(SET default_etw_session_logfile_path =
h'C:\demo\traces\sqletw.etl' )

WITH (MAX_MEMORY=4MB, MAX_EVENT_SIZE=4MB);
GO e
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Lesson 3: Knowledge check

Which Extended Events target only writes to memory and is not persisted ?

& Ring Buffer

O Target File

O Event Tracking for Windows

0 On the Storage Target

g, On a global field

N Where do you implement a filter in your Extended Event Session?
’ T O On the Event
[ o

W’ Along running query

Q A failed backup

Which scenario can you troubleshoot using Extended Events?
O Aserver restart

5
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Lesson 4: Managing Azure PaaS Resources
by using automated methods
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Lesson 4
objectives

i i The benefits of Azure Policy
II i The capabilities of Azure Automation

Qo i How to use elastic jobs
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Implementing Azure Policy

Azure Policy is used by administrators to ensure consistency across an Azure environment

Policy can be used to enforce naming conditions, limit the types of Azure resources deployed in a
subscription, or limit the Azure regions where deployment is allowed

Multiple policies can be combined to create an initiative

f
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Why would | have multiple Azure subscriptions?

Many large organizations use Azure subscriptions as a Other uses include separating customer facing resources
billing boundary so that costs are easily tracked back to a from internal business systems
department
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Why should | tag Azure resources?

Tags allow you to describe your Tags are key value pairs — each Some sample uses for tags include
Azure resources beyond simply the Azure resource can have up to 15 Cost Center, Environment, and
resource name tags CreateDate

D Copy 'O Restore ? Export @ Set server firewall ]ﬁ[ Delete f’ Connect with.. < Feedback

————————————

Resource group (change) : DP-300-RG Server name : dp300-lab06-xyz.database.windows.net
Status : Online Connection strings  : Show database connection strings
Log;;ti:; . East US Pricing tier . General Purpose: Serverless, Gen5, 1 vCore
Subscription (change) : Contoso Ltd Auto-pause delay  : 1 hour

Subscription ID L Earliest restore point : 2020-05-10 18:48 UTC

Tags (change) ' Environment : Development  Cost Center : Finance

N\
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Azure Automation

sumy
. v,

i % * Azure Automation allows you to create regularly scheduled tasks that run against any Azure resource or even
. on-premises virtual machines

......

sEEy
. a,

L
......

3 ::: * Automation can also be used to ensure consistent settings across
S multiple VMs
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Overview of Azure Automation components

Runbooks — Runbooks are the unit of execution in Azure Automation and may be created using PowerShell or
Python. You have the option of deploying graphical runbooks, but they are limited in their capabilities

the cmdlet you need are loaded into your automation account

E % Modules —In order to execute PowerShell cmdlets within your runbooks, you need to ensure the modules for

® ¢ Schedules — Allow for runbooks to be scheduled for regular execution

*
L4 *
Yagus*®
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Building an Azure Automation runbook

-----
....

II For PowerShell runbooks you will need to import the PowerShell modules you need in order to execute your
""""" " runbook (e.g. Az.SQL)

-----
. ‘e

-----
....

., o
g
AT

-----
....

Automation includes a test pane you can test your code in the execution context of Azure Automation

g o
g
LTI
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Demo: Configure an Automation runbook

e PowerShell Runbook
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Elastic jobs in Azure SQL Database

Since Azure SQL Database Elastic Jobs require a You define a target group,
lacks an agent, Elastic Jobs dedicated SQL database one or more databases or
allow for a T-SQL scheduled to hold the metadata for your elastic pools as job targets
execution methodology jobs
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Lesson 4: Knowledge check

What is the unit of execution for your Azure Automation Account?
& Runbook

O Schedule

O Container

What scope can Azure Policy be deployed to?
@ Q Tenant
&7 Subscription

O User

What is the name for the scope of SQL Elastic Job?

: i 3 & Target Group
O Management Group

O Resource Group
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Instructor led labs: Automating deployments

B —."‘_
I. i Deploy an Azure SQL Database with an ARM Template

II ! Configure Performance related metrics

Build an Azure Automation Runbook
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Module summary

Deploy Azure Resources using automated deployment Create Scheduled tasks and notifications:

scripts: Learn the capabilities of the SQL Server Agent
Understand ARM template structure Configure maintenance tasks for SQL Server

Deployment options for ARM templates Creating notifications for failures and performance alerts

Using quick start Azure templates

Monitoring Azure SQL with Extended Events: Automating Azure tasks:
Understand the benefits of using Extended Events Introduction to Azure Automation
How to configure Extended Event sessions Create an Azure Automation runbook

Managing events sessions

f
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References

Overview of Extended Events
https://docs.microsoft.com/en-us/sql/relational-databases/extended-events/extended-events?view=sql-server-verl5

Create an Azure Automation runbook
https://docs.microsoft.com/en-us/azure/automation/automation-quickstart-create-runbook

SQL Server Agent
https://docs.microsoft.com/en-us/sqgl/ssms/agent/sql-server-agent?view=sql-server-ver15

Ola Hallengren’s Maintenance Solution
Https://Ola.hallengren.com
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